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1 INTRODUCTION

IN this lab, we form an end-to-end IoT sys-
tem: from a sensor network periodically

marking its data to an interactive web interface.
The goal was to materialize this setup and make
it as robust as possible, improving upon Lab 3.

2 OVERALL DESIGN

We start with a high-level look at the system.
It’s comprised of the sensor nodes (Raspberry
Pis) that form an IoT network, a database server
for storing timestamped data, and a web server
that consults the database and serves the data
to a browser. See figure 1 for a diagram of the
system. There is also a picture of the setup in
figure 2.

2.1 Node

A ”node” is a Raspberry Pi that has 3 sensors
connected to it. Its main function is to poll data
from those sensors and move the data upstream
in the network. A single node is designated as
the gateway to the database. So all of the nodes’
data is aggregated at the gateway node, which
then pushes the bulk of the data to the database.

2.2 Database

The database is a repository running on a server
to save the timestamped data for each node.
Data is inserted by the gateway node and is
queried by the web server.

Figure 1: Diagram of the IoT system.

2.3 Web Server

The web server has a couple of tasks before it
can send a webpage to the client/web browser.
It needs to query the database for data within a
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Figure 2: Picture of the system setup with la-
bels.

time window to display in a plot. Additionally,
it needs to get and superimpose daily forecast
data, from a source on the Internet, onto the
data plot. Once these things are done, it can
serve the webpage to the client.

3 WEB SERVER/APPLICATION IMPLE-
MENTATION

3.1 Web Server
We configured the web server to run on one of
our laptops on an open port, 5000. I did have
to disable some firewall settings to access it
externally for the web server (and the database
server).

3.2 Web Application
We set up the web application so that the
last minute of data found in the database was
pulled and plotted. The nodes’ data points are
plotted as points, as well as the average. For
the daily forecast, we superimposed that metric
as a red line so that there was a clear difference
between our data points. A snapshot of the web
application can be seen in figure 3.

4 DATABASE IMPLEMENTATION

4.1 Design
We used XAMPP to manage our database
(MySQL), PHP handling, and database web

Figure 3: Snapshot of our web page with recent
data read from the database.

interface (phpMyAdmin). This made setting up
the database very straightforward and manage-
able in the context of this lab.

Three tables were needed because we have
three nodes generating data. These were named
sensor_readings1, sensor_readings2,
and sensor_readings3 which can be seen in
figure 4. This made differentiating between the
different nodes’ data for insertion and reading
far easier than using one table for all the data.

Figure 4: Image on phpMyAdmin showing the
three tables in the database.

Each table should be identical in struc-
ture. Creating these were done with php-
MyAdmin, which executes MySQL functions
via a web UI. We used columns: id (integer),
timestamp (timestamp type), temperature
(float), humidity (integer), soil_moisture
(integer), and wind_speed (float). The id is
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auto-incremented when a new entry is added
to the table, just to keep track of each entry.
Then, timestamp is taken at the time the data
is taken at each node, so we know how fresh the
data is, and it aids in the time-series plotting by
the web server. See figure 5 for an example of
one of these tables’ contents.

Figure 5: Image on phpMyAdmin showing the
contents of a single table.

4.2 Consulting Functions
Having created the tables, we now need to
somehow add entries to the database remotely
from the gateway node and read from the
web server. As suggested by the lab document,
we used the MySQLConnector Python library.
Using the .execute() method from this li-
brary, we can exercise any MySQL query on the
database, which is chosen in the configuration.
For the gateway node, the query is

"INSERT INTO ‘sensor_readings{i+1}‘\
(‘id‘,‘timestamp‘,‘temperature‘,\
‘humidity‘, ‘soil_moisture‘,\
‘wind_speed‘) "\
"VALUES(NULL, %s, %s, %s, %s, %s)"

The {i+1} is a string format for the table
corresponding to the node whose data is being
sent. The %s arguments are filled with the ac-
tual sensor data in tuple form.

Reading from the database by the web
server is done similarly. Below is the query used
by the web server.

SELECT timestamp, temperature, humidity,
soil_moisture, wind_speed
FROM {table_name}
WHERE timestamp > %s
ORDER BY timestamp ASC

Instead of inserting, we select the data we’re
interested in, in the table we want, and sort by
timestamp.

5 ADAPTING THE POLLING VS. TOKEN-
RING CONFIGURATIONS

In this section, we’ll compare and contrast the
two configurations we implemented for the IoT
network. We also review the changes in robust-
ness for each design.

5.1 Token-Ring Robustness Improvements
Our token-ring design this time around is far
better than in Lab 3. Before, if a failed link
was detected, then we had the whole system
essentially shut down. Not very useful. Now,
the system will continue to operate unless every
node has ”died”. As a brief on the covered
cases, see the bullet points below:

• Case 1: A node that is not a gateway
dies, and the token does not die with
that node.

– Eventually, a node that needs to
send the token to the downed
node in the ring will experience
a sender timeout. At this point,
this node alters the topology held
in the token and attempts to send
it to the other node, assuming it
is alive. (The case where it is not
alive is handled as well)

• Case 2: The gateway node dies, but does
not die with the token.

– The same sender timeout is expe-
rienced by one of the living nodes.
The gateway node ID is noted
in the token. So the node trying
to send to the downed gateway
node can test this based on its
own IP/ID table. When this case is
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detected, not only is the topology
altered in the token, but the other
living node is designated as the
new gateway in the token, and the
token is sent to that node.

• Case 3: Any node dies before sending
the token.

– In this case, the only timeout
we’d experience is a listen time-
out. When a listen timeout is de-
tected by any node, each node
moves into an independent mode.
This means that each becomes a
gateway to the database so data
can continue flowing.

Case 3 was born from the case where only
one node is left standing. It’s a valid fail-safe
in our scenario because we used the common
access point in the lab, and we know each node
can contact the database server.

Case 3 can be seen as extreme if the gate-
way node dies with the token, because tech-
nically, the other nodes could reestablish the
ring without giving up on the topology. That’s
certainly another improvement we could make
and would likely be more advantageous, espe-
cially if we used this system in an environment
where the line-of-sight (LOS) to the access point
(AP) is only available to certain nodes.

5.2 Polling Robustness Improvements

We couldn’t see many new changes to make to
the polling robustness. As it was in Lab 3, our
robustness plan was satisfactory to us, given
the topology. Below are the cases and handling
we implemented:

• Case 1: Either or both secondary nodes
go offline.

– The primary experiences a sender
timeout and continues as normal,
and tries the other node. If no
response is found at that node
either, then the primary will only
send its data to the database.

• Case 2: The primary goes offline.

– The secondaries experience a lis-
ten timeout and shut down. This
effectively shuts down the system.

While these safety measures are satisfactory
to us for a hierarchical topology, we could take
a path similar to token-ring where the secon-
daries connect directly to the database after tim-
ing out. My thoughts on this are that it works in
our controlled environment, but as I mentioned
earlier, it may be a little unrealistic. Using this
topology would imply that (hypothetically) the
primary node is the only one that has a connec-
tion to the AP, or the best connection.

5.3 Token-Ring vs. Polling

Let’s discuss the fairness with which each
topology handles the shared medium. This dis-
cussion will include general qualities of the
topologies as well as our actual implementa-
tion.

5.3.1 Fairness
The polling method is inherently less fair to the
nodes in terms of access to the shared medium.
The primary node is the only one with a direct
link to the AP and thus the database. The sec-
ondaries depend on the primary to stay alive
and be reliable.

In contrast, I think that the token-ring topol-
ogy is fair in every way, especially in our im-
plementation. Every node can establish a con-
nection to every other node if needed. Any one
node can also be a gateway to the database.

5.3.2 Two Scenarios Explored
Here, we compare the behavior of each topol-
ogy in two scenarios.

First, let’s assume that not all nodes have
data to send. The polling topology might strug-
gle here. Take that a secondary is ready to
send data, but the primary is the controller. i.e.,
the secondary can only move data upstream
after the primary has requested/initiated the
connection. In token-ring, if the token only
moves after the token-holding node is done
adding/modifying it, then nodes that are ready
to send data need to wait.
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In the second case, we assume all nodes
have data to send. Polling does okay here be-
cause the primary is ready to grab data, so it
polls the secondaries, who are also ready, and
the data moves upstream quickly. In token-ring,
things can move a little faster than before. No
nodes have to wait for the previous one to be
ready because all have data to send.

6 CONCLUSION

This lab was a very satisfying experience to put
together all the knowledge from this class and
previous. I have been working on IoT projects
similar to this and making an end-to-end sys-
tem like this helps me understand the problems
I need to consider for those as well.

7 GROUP CONTRIBUTION STATEMENT

My role this this project was to work on the
token-ring robustness mechanisms and PHP
communication from the node side. I also set
up the XAMPP utilities on my laptop, which
we used for the demonstration.
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